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A LITERATURE REVIEW ON INTEGRATING Al AND
BLOCKCHAIN TECHNOLOGIES IN ANIMATRONICS FOR
CHILDREN'S ENTERTAINMENT AND EDUCATION
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Abstract: This paper presents a comprehensive literature review on the integration of
animatronics for children, Al systems applicable to animatronics, and blockchain in 10T for
animatronics. It begins with an overview of the historical context and evolution of animatronics
in children's entertainment and education, highlighting key milestones and safety considerations.
The review explores various Al systems used in animatronics, including machine learning,
computer vision, natural language processing, and behavioral Al, discussing their implementation
and associated challenges.

The study further investigates the role of blockchain technology in animatronics,
focusing on critical aspects such as data security, supply chain management, and operational
transparency. Blockchain ensures secure data transmission between animatronics and control
systems, enhances the traceability and verification of components and materials used in
animatronics, and maintains transparent and immutable records of maintenance logs and
operational data.

The paper provides a comprehensive analysis of the integrated role of Al and blockchain
in advancing animatronic technologies, aiming to offer valuable insights for designers,
developers, and educators involved in the field of animatronics.

Key words: animatronics, Al systems, blockchain, internet of things (1oT), children's
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1. INTRODUCTION AND STATE OF THE ART

The integration of advanced technologies such as Artificial Intelligence (Al) and
blockchain with animatronics is revolutionizing children's entertainment and education.
Animatronics, which combines the precision of electronics with the creativity of
animation, has long fascinated young audiences with lifelike, interactive characters. This
literature review explores the cutting-edge convergence of Al and blockchain
technologies with animatronics, offering new dimensions of interactivity, security, and
educational potential.
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Al enhances animatronics by enabling more sophisticated behaviors and
interactions. Through machine learning, computer vision, and natural language
processing, animatronic characters can now recognize faces, understand speech, and
respond to gestures in real-time.

This makes them not only more engaging as toys but also powerful tools
for personalized learning and therapeutic applications. For instance, educational
robots equipped with Al can adapt to a child's learning pace and style, making
complex subjects more accessible and enjoyable.

Blockchain technology, on the other hand, offers robust solutions for data
security and operational transparency in animatronics. By utilizing decentralized,
immutable ledgers, blockchain can ensure the secure transmission of data between
animatronic devices and control systems. This is crucial in safeguarding the privacy of
children interacting with these devices and maintaining the integrity of the data
collected. Moreover, blockchain can enhance supply chain management for animatronic
components, ensuring the authenticity and quality of materials used.

This review will delve into the historical context of animatronics, highlighting
key technological advancements and their applications in children's entertainment and
education. It will examine the roles of Al and blockchain in enhancing the functionality,
safety, and educational value of animatronic devices. By synthesizing current research
and case studies, we aim to provide a comprehensive understanding of how these
technologies can be integrated to create innovative, secure, and effective animatronic
solutions for children. The potential of integrating Al and blockchain in animatronics is
vast, promising to transform how children engage with educational content and
entertainment. This literature review aims to map out the current landscape, identify the
benefits and challenges, and explore future directions for research and development in
this exciting interdisciplinary field.

2. ANIMATRONIX FOR CHILDREN

Historical Context

The evolution of animatronics in children's entertainment can be traced back to
early theme park attractions and mechanical toys. One of the pioneering uses of
animatronics in entertainment was Walt Disney's Enchanted Tiki Room, which debuted
in 1963. This attraction featured lifelike birds, flowers, and tikis that could sing and talk,
marking a significant advancement in the field of animatronics. “The Audio-
Animatronics technology that powers the show was introduced to the world when Walt
Disney’s Enchanted Tiki Room debuted in 1963 at Disneyland Park. This
groundbreaking technology allowed animators to synchronize movement, audio and
visual effects, paving the way for other classic attractions like “it’s a small world”,
Pirates of the Caribbean and Haunted Mansion.” [1]

Key milestones in the development of animatronic technology include the
integration of computer controls and more sophisticated sensors. These advancements
have allowed for greater precision and interactivity, which have been particularly
influential in the development of animatronic toys and educational tools. For example,
the Furby toy, introduced by Tiger Electronics in 1998, was a groundbreaking product
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that combined animatronics and artificial intelligence to create an interactive play
experience. “Equipped with rudimentary sensors, it could respond to touch, sound, and
even light” [2], making the toys seem almost lifelike. They could communicate using a
language called "Furbish" when first activated, which gradually evolved into English as
they interacted with their owners. This ability to learn and adapt language made them
unique among toys of the time. The Furby used a combination of motors, cams, and
gears to create movements such as blinking eyes, moving mouths, and wiggling ears,
adding to the perception of lifelike behavior. “In the case of Furbies, the child’s
caretaking responsibility is centered on teaching. Like Tamagotchis,

Furbies are presented as visitors from another planet. This explains why they
only speak Furbish when they are first brought to life: it is the mother language of their
planet. In the course of play, Furbies “learn” to speak English. In fact, this learning
reflects the unfolding of a program that evolves Furby language to a set of simple English
phrases. For most children 5-9, the illusion works: children believe that they are teaching
their Furby by interacting with it. As in the case of Tamagotchis, Furbies demand
attention; children understand that a lack of attention will have a negative impact on the
toy’s inner “state.” ”.[3]

Design and Features

Characteristics and Features of Animatronics Designed Specifically for
Children

Animatronics designed for children often prioritizes safety, durability, and
interactivity. Key characteristics include soft and rounded edges to prevent injuries,
materials that are safe and non-toxic, and robust construction to withstand rough
handling. This animatronics are also typically designed to be highly engaging, with
features such as responsive facial expressions, voice recognition, and interactive
storytelling capabilities. “The animatronic figures must identify the guests and recognize
their status in dynamic interactions for enhanced acceptance and effectiveness as socially
interactive agents, in the general framework of human-robot interactions.” [4] Safety
considerations and regulatory standards are crucial in the design of animatronics for
children. Manufacturers must adhere to stringent guidelines to ensure that these products
are safe for use. This includes compliance with regulations such as the ASTM F963
standard, which specifies safety requirements for toys, and the European EN71 standard,
which covers various safety aspects of toys.

Examples of Popular Animatronic Characters and Their Impact

Popular animatronic characters such as those found in theme parks or produced
as standalone toys have had a significant impact on children's entertainment. Characters
like the animatronic dinosaurs in the Jurassic Park theme parks have captivated children's
imaginations, blending education with entertainment.” “The Jurassic Park River
Adventure.” Advertisements promise that visitors to this “world of T-Rex” can “pet a
living, breathing dinosaur.” [5] Additionally, animatronic characters like the interactive
Elmo dolls from the Sesame Street franchise have become beloved figures, providing
both comfort and educational value to children. These dolls, particularly the "Tickle Me
Elmo" series, blend simple animatronic elements with interactive features to engage and
educate young children.
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Educational and Therapeutic Uses

Use of Animatronics in Educational Settings

In educational settings, animatronics are used to create engaging and interactive

learning experiences. Museums and science centers often employ animatronic displays
to teach children about history, biology, and technology in an immersive and memorable
way. For example, animatronic dinosaurs in natural history museums help to bring
prehistoric eras to life, providing children with a tangible connection to the past.
In classrooms, animatronic tools like programmable robots are used to teach coding and
robotics, fostering STEM skills from a young age.” Children are natural inventors and
digital savvies, and are easily inspired by creative content. Research has highlighted how
extra-curricular robotics programs can foster these natural skills through robotic
challenges that integrate computational thinking (CT) and science, technology,
engineering, and mathematics (STEM)”’[6] These educational animatronics can make
complex concepts more accessible and enjoyable for children, thereby enhancing their
learning experience.

Therapeutic Applications of Animatronics for Children with Special Needs
Animatronics also have therapeutic applications for children with special needs.
Therapeutic robots, as the “artificial pets such as the baby seal Paro”[7] robot, which
resembles a baby seal, have been used to provide comfort and emotional support to
children with autism and other developmental disorders. These robots can respond to
touch and sound, providing a sense of companionship and helping to reduce anxiety.
“Resources for children with autism and their families are usually rare and costly.
Therefore, a robot that could help them to learn and acquire new developmental skills
while having fun would be appreciated by teachers and parents as well as enriching for
the children.”[7]. Moreover, animatronics can be used in therapy sessions to improve
social skills and communication. Interactive animatronic devices can encourage children
to engage in social interactions and practice speech, providing a controlled and
supportive environment for therapeutic progress. “a robot companion tailored towards
becoming a social mediator, empowering children with disabilities to discover the range
of play styles from solitary to social and cooperative play.”[8].

3. Al SYSTEMS APPLICABLE TO ANIMATRONICS

Types of Al Systems

Machine Learning and Computer Vision

Machine learning and computer vision (CV) are pivotal in advancing
animatronics “CV should enable the system to recognize different worldly objects, like
pencil, notebook, bottle, etc., and memorize human faces exhibiting memory better than
any other human.”[9], particularly in gesture recognition, facial recognition, and
movement coordination. Gesture recognition enables animatronic characters to interpret
and respond to human body movements, enhancing interactive experiences. For
instance, systems utilizing convolutional neural networks (CNNSs) can accurately
identify and track gestures in real time. “CNNs are also useful for combining multi-
modal data inputs, a technique which has proved useful for gesture recognition in
challenging lighting conditions” [10]. Facial recognition technology allows animatronics
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to identify and respond to individual users, personalizing interactions. This technology
employs deep learning algorithms to analyze facial features and expressions, thereby
enabling characters to mirror human emotions. Movement coordination, facilitated by
machine learning, ensures that animatronics can perform complex motions smoothly and
realistically. Techniques such as reinforcement learning are used to optimize these
movements, ensuring they are both natural and synchronized with the environment.

Natural Language Processing (NLP)

Natural Language Processing (NLP) plays a crucial role in enabling
animatronics to engage in interactive dialogues and perform speech recognition. NLP
allows animatronic characters to understand and generate human language, making
conversations with users more natural and meaningful. This involves sophisticated
algorithms for language modeling and understanding context, enabling characters to
provide relevant responses. “NLP researchers aim to gather knowledge on how human
beings understand and use language so that appropriate tools and technigques can be
developed to make computer systems understand and manipulate natural languages to
perform the desired tasks.”[11] Speech recognition, a subset of NLP, allows
animatronics to comprehend spoken language, facilitating seamless communication with
users. Advanced speech recognition systems, powered by deep learning, can accurately
transcribe speech into text, even in noisy environments. This capability is crucial for
interactive toys and educational robots that rely on voice commands.

Behavioral Al

Behavioral Al is essential for developing personality traits and adaptive
behaviors in animatronics. This type of Al involves creating algorithms that allow
animatronics to exhibit distinct personalities and adapt their behavior based on
interactions. For example, through the use of reinforcement learning and neural
networks, animatronics can learn from user interactions and modify their responses to
appear more lifelike and engaging. Behavioral Al enables animatronics to develop
complex emotional responses and social behaviors, making them more relatable and
appealing to users. This technology is particularly important in therapeutic and
educational applications, where animatronics must engage users effectively and
empathetically. “there is a growing necessity for developing behavioral models for social
robots to have a high-quality interaction and level of acceptability in providing useful
and efficient services[12].

Implementation and Challenges

Technical Challenges in Integrating Al with Animatronic Hardware

Integrating Al with animatronic hardware presents several technical challenges.
One significant challenge is ensuring real-time processing and response, which requires
powerful computing resources and efficient algorithms. Additionally, synchronizing Al-
driven software with the mechanical components of animatronics demands precise
control systems and robust communication protocols. Another challenge is managing
power consumption, as Al algorithms and complex movements can be energy-intensive.
This necessitates innovative solutions in power management and battery technology to
ensure that animatronics can operate for extended periods without frequent recharging.
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Case Studies of Al-Powered Animatronics in Commercial and Experimental
Projects

Al-powered animatronics have been implemented in various commercial and
experimental projects, showcasing their potential and versatility. One notable example
is Disney's A1000 series animatronics, which use advanced Al to perform intricate
gestures and facial expressions, creating highly realistic characters for theme park
attractions. In the experimental realm, MIT's Media Lab has developed animatronic
robots like Kismet “often considered the first so ciable robot”[13], which uses Al to
interact with humans through expressive facial features and vocalizations. Kismet's Al
system allows it to perceive and respond to social cues, demonstrating the potential for
Al to enhance human-robot interactions.

Ethical Considerations and Public Perception

The integration of Al into animatronics raises several ethical considerations and
affects public perception. Privacy concerns are paramount, particularly with
animatronics that use facial recognition and data collection. Ensuring that user data is
securely stored and managed is critical to maintaining public trust.

Moreover, the ethical implications of creating lifelike animatronics that can
influence human behavior and emotions must be carefully considered. There is a risk of
dependency, especially in therapeutic contexts, where users might form emotional
attachments to animatronic characters. Public perception of Al-powered animatronics
can vary, with some viewing them as innovative and beneficial, while others may express
concerns about privacy and the potential for misuse. “most common visions of the
impact of Al elicit significant anxiety. Only two of the eight narratives elicited more
excitement than concern (Al making life easier, and extending life).”[14].

4. BLOCKCHAIN IN 10T FOR ANIMATRONICS

Overview of Blockchain Technology

Basic Principles of Blockchain and Its Functionalities

Blockchain technology is a decentralized digital ledger that securely records
transactions across a network of computers. This ledger is immutable, meaning once a
transaction is recorded, it cannot be altered. The fundamental principles of blockchain
include decentralization, transparency, immutability, and enhanced security. Each block
in the chain contains a cryptographic hash of the previous block, a timestamp, and
transaction data, ensuring that data is tamper-proof and verifiable. “This chain grows as
new blocks are appended to it continuously.”[15]

Relevance of Blockchain to 10T

Blockchain technology is highly relevant to IoT due to its ability to provide a
secure framework for data exchange between interconnected devices. 10T ecosystems
involve a multitude of devices communicating with each other, often transmitting
sensitive data. Blockchain ensures that these interactions are secure and trustworthy by
recording them in an immutable ledger, thereby preventing unauthorized access and
tampering. “Blockchains give us resilient, truly distributed peer-to-peer systems and the
ability to interact with peers in a trustless, auditable manner. Smart contracts allow us to
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automate complex multi-step processes. The devices inthe 10T ecosystem are the points
of contact with the physical world. When all of them are combined we get to automate
time-consuming workflows in new and unique ways, achieving cryptographic
verifiability, as well as significant cost and time savings in the process.”’[16].

Applications in Animatronics

Data Security and Privacy

Blockchain technology can be used to ensure secure data transmission between
animatronics and control systems. By encrypting data and distributing it across a
decentralized network, blockchain minimizes the risk of data breaches and unauthorized
access. This is crucial for animatronics, which rely on real-time data to function
correctly. An example of an application of blockchain with IoT is the framework
described in the article “Original Research Article An efficient framework for secure
data transmission using blockchain in IoT environment”[17] for secure data
transmission. “This paper presents a framework for secure data transmission using
blockchain (SDTUB) for blockchain-based 10T systems, with a focus on enhancing data
security”’[17]. This framework leverages blockchain technology to enhance data security
in loT-enabled smart systems. By using blockchain, the system ensures that data
transmitted between 10T devices is protected against unauthorized access and security
breaches. The framework employs authentication and access control techniques, using
digital certificates and both regional and central blockchains, to verify the authenticity
of 10T devices and manage their authorization. Additionally, the proposed mechanism
addresses scalability and efficiency, ensuring that even lightweight 10T devices can
securely transmit data with low energy consumption. The integration of this framework
with existing network infrastructure maintains a secure and immutable record of all
transactions and configurations, ultimately improving the performance and security of
10T systems.

Supply Chain Management

In animatronics, blockchain can track and verify the components and materials
used. Each step in the supply chain can be recorded on the blockchain, providing a
transparent and immutable record of the origin, authenticity, and journey of each
component. This reduces the risk of counterfeit parts and ensures that all materials meet
the required standards. An example of blockchain application in supply chain
management involves tracking the provenance of goods described in “Toward an
ontology-driven blockchain design for supply-chain provenance”[18]. In a complex
supply chain, goods are often produced and transported across multiple organizations
and countries, making it challenging to trace the origin and authenticity of items. By
integrating 10T with blockchain technology, each step in the supply chain can be
recorded in a secure and immutable ledger. "Internet-aware sensors capture finely
granular real-time data about product and environment characteristics as well as location
and timestamps throughout the supply chain. So lack of a digital footprint may no longer
be an issue. Furthermore, distributed, shared databases using Blockchain technologies
promise to offer highly secure and immutable access to supply chain data"[18]

Operational Transparency
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Blockchain can maintain immutable logs of the operational and maintenance
data of animatronics. This includes performance metrics, maintenance schedules, and
repair histories. By having a transparent and tamper-proof record, stakeholders can
ensure that animatronic systems are operating optimally and address any issues
promptly. The paper "Blockchain and The Value of Operational Transparency"[19]
explores how blockchain technology enhances verifiability of inventory transactions,
which is crucial for signaling a firm's operational capabilities to lenders. It presents a
new theory that signaling through verifiable inventory transactions is more efficient and
less costly than through loan requests, leading to less operational distortion. The authors
introduce b_verify, an open-source blockchain system demonstrating practical
implementation in supply chains to maintain transparent and tamper-proof records. The
paper emphasizes that blockchain adoption increases operational transparency, making
it harder for low-quality firms to imitate high-quality ones, thereby securing favorable
financing terms at lower signaling costs. This technology is particularly beneficial in
environments with prevalent trust and fraud issues, where traditional monitoring
mechanisms are either too costly or ineffective.

"Our paper identifies an important benefit of blockchain adoption—by opening
a window of transparency into a firm’s operations, blockchain technology furnishes the
ability to secure favorable financing terms at lower signaling costs"[19].

Potential Benefits and Limitations

The integration of blockchain in animatronics will have several benefits,
including enhanced security, improved transparency, and more efficient supply chain
management. However, challenges remain, such as the high computational resources
required and the complexity of integrating blockchain with existing systems.

5. CONCLUSIONS

The journey through this literature review has been illuminating, revealing the
profound impact that Al and blockchain technologies can have on animatronics for
children's entertainment and education. The fusion of these advanced technologies not
only enhances the capabilities of animatronic devices but also opens up new avenues for
learning, engagement, and security. One of the most exciting insights from this review
is how Al transforms animatronics into interactive and adaptive companions for
children. The ability of Al to recognize faces, understand speech, and respond to gestures
creates a level of engagement that traditional toys simply cannot match. Personally, | am
fascinated by how these intelligent systems can tailor educational experiences to each
child’s unique learning style, making complex subjects more accessible and fun. Imagine
a world where learning is seamlessly integrated into play, where children are not just
entertained but also educated in ways that adapt to their needs.

Blockchain’s role in enhancing data security and transparency is another crucial
aspect. In an age where data privacy is paramount, blockchain offers a solution that
ensures children’s interactions with animatronics are safe and secure. The immutability
and decentralized nature of blockchain not only protect sensitive information but also
provide transparency in the supply chain, ensuring that every component used in
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animatronics is authentic and safe. This level of security is reassuring, knowing that
children can interact with these advanced devices without compromising their privacy.

Of course, integrating these technologies is not without its challenges. The
technical hurdles of real-time processing, power management, and system
synchronization are significant. Yet, these challenges also present opportunities for
innovation. Overcoming these obstacles will require creative solutions and
interdisciplinary collaboration. Moreover, the ethical implications, particularly
concerning data privacy and emotional dependency, cannot be overlooked. It's essential
to navigate these issues thoughtfully to ensure that the benefits of these technologies are
realized without unintended negative consequences.

Reflecting on the ethical dimensions, it becomes clear that we must approach
the development of Al and blockchain-integrated animatronics with caution and
responsibility. Public perception will play a crucial role in the acceptance of these
technologies. Transparency in how data is managed and addressing ethical concerns
head-on will be vital in building trust. Personally, | believe that with careful
consideration and proactive measures, we can mitigate these risks and create a positive
impact.

Looking to the future, the potential for Al and blockchain in animatronics is vast
and exciting. Continued research and development will be key to overcoming current
limitations and pushing the boundaries of what is possible. Collaboration between
technologists, educators, and policymakers will be essential to ensure that these
innovations are used responsibly and effectively.

REFERENCES

[1]. MarcusR., Rus C., Leba M., Risteiu M., Electric vehicles between recycling and
sustainable development-@. ro, International Conference on Computers Communications and
Control, pp. 47-62, Cham: Springer International Publishing, 2022.

[2]. Ajao Q., Sadeeq L., Overview analysis of recent developments on self-driving
electric vehicles, arXiv preprint arXiv:2307.00016, 2023.

[3]. Wang R., Sell R., Rassolkin A., Otto T., Malayjerdi E., Intelligent functions
development on autonomous electric vehicle platform, Journal of Machine Engineering, Vol. 20,
2020.

[4]. Parekh D., Poddar N., Rajpurkar A., Chahal M., Kumar N., Joshi G. P., Cho
W., A review on autonomous vehicles: Progress, methods and challenges, Electronics, Vol. 11,
No. 14, p. 2162, 2022.

[5]. Rus C., Leba M., Risteiu M., Marcus R., Vehicle control modeling and
simulation for small electric car case, 24th International Carpathian Control Conference,
Miskolc-Szilvasvarad, Hungary, pp. 388-393, 2023.

[6]. Rus C., Leba M., Negru N., Marcus R., Risteiu M., Electric vehicles in smart
grid and smart city for Petrogani case, MATEC Web of Conferences, Vol. 342, p. 05002, 2021.

[7]. Disneyland, Enchanted Tiki Room,
https://disneyland.disney.go.com/attractions/disneyland/enchanted-tiki-room/.

[8]. Global Toy News, Behind an Interactive Toy Phenomenon: What Makes Furbies
Tick, June 26, 2023, https://globaltoynews.com/2023/06/26/behind-an-interactive-toy-
phenomenon-what-makes-furbies-tick/.

105



A LITERATURE REVIEW ON INTEGRATING Al AND BLOCKCHAIN TECHNOLOGIES
IN ANIMATRONICS FOR CHILDREN'S ENTERTAINMENT AND EDUCATION

[9]. Turkle S., et al., Encounters with kismet and cog: Children respond to relational
artifacts, Digital Media: Transformations in Human Communication, p. 120, 2006.

[10]. Burns, B., Samanta, B., Mechanical Design and Control Calibration for an
Interactive Animatronic System, Volume 4B: Dynamics, Vibration, and Control, 2015.

[11]. Desmond J., Displaying Death, Animating Life: Changing Fictions of ‘Liveness’
from Taxidermy to Animatronics," Representing Animals, pp. 159-179, 2002.

[12]. Newley A., et al., Animatronic lions, and tigers, and bears, oh my!, Sci Child, Vol.
56, p. 64-71, 2019.

[13]. Ferrari E., Robins B., Dautenhahn K., Therapeutic and educational objectives
in robot assisted play for children with autism, RO-MAN 2009 - The 18th IEEE International
Symposium on Robot and Human Interactive Communication, Toyama, Japan, 2009, pp. 108-
114,

[14]. Patrizia M., Claudio M., Leonardo G., Alessandro P., A robotic toy for children
with special needs: From requirements to design, IEEE International Conference on
Rehabilitation Robotics, Kyoto, Japan, pp. 918-923, 2009.

[15]. Verma, Jatin, Hemant Singh, Akshay Kumar, Shubham Tripathi, "A Smart
Animatronic Human Face," 2017.

[16]. Molchanov, Pavlo, et al., "Online detection and classification of dynamic hand
gestures with recurrent 3D convolutional neural network," Proceedings of the IEEE Conference
on Computer Vision and Pattern Recognition, 2016.

[17]. Chowdhary K. R., "Natural Language Processing,” Fundamentals of Artificial
Intelligence, pp. 603-649, 2020.

[18]. Nocentini, Olivia, Laura Fiorini, Giorgia Acerbi, Alessandra Sorrentino,
Gianmaria Mancioppi, Filippo Cavallo, A survey of behavioral models for social robots,"
Robotics, Vol. 8, No. 3, p. 54, 2019.

[19]. Kidd, Cory David, "Engagement in long-term human-robot interaction,” PhD
Thesis in Media Arts & Sciences, MIT, Cambridge, MA, 2007.

[20]. Cave, Stephen, Kate Coughlan, Kanta Dihal, "Scary Robots," Examining Public
Responses to Al, Proceedings of the 2019 AAAI/ACM Conference on Al, Ethics, and Society
(AIES '19), Association for Computing Machinery, New York, NY, USA, pp. 331-337, 2019,
DOI: https://doi.org/10.1145/3306618.3314232.

[21]. Zheng, Z., Xie, S., Dai, H., Chen, X., Wang, H., "An Overview of Blockchain
Technology: Architecture, Consensus, and Future Trends," 2017 IEEE International Congress
on Big Data (BigData Congress), Honolulu, HI, USA, 2017, pp. 557-564, DOI:
10.1109/BigDataCongress.2017.85.

[22]. Christidis, K., Devetsikiotis, M., "Blockchains and Smart Contracts for the
Internet of Things,” IEEE Access, Vol. 4, pp. 2292-2303, 2016, DOI:
10.1109/ACCESS.2016.2566339.

[23]. Bhattacharjee, Shyama Barna, et al., "An efficient framework for secure data
transmission using blockchain in 10T environment,” Journal of Autonomous Intelligence, Vol. 7,
No. 2, 2024.

[24]. Kim, H. M., Laskowski, M., Toward an ontology-driven blockchain design for
supply-chain provenance, Intelligent Systems in Accounting, Finance and Management, Vol. 25,
pp. 18-27, 2018.

[25]. Chod, Jiri, Nikolaos Trichakis, Gerry Tsoukalas, Henry Aspegren, Mark
Weber, Blockchain and the value of operational transparency for supply chain finance, SSRN
Electronic Journal, 2018.

This article was reviewed and accepted for presentation and publication within the 11th edition
of the International Multidisciplinary Symposium "UNIVERSITARIA SIMPRO 2024".

106



